
OPTENET WEBSECURETM

Optenet WebSecureTM provides enterprises a cost-effective solution for protecting users 
from malware and access to illegal or inappropriate web pages. Based on Optenet's dynamic, 
real-time content filtering technology, Optenet WebSecureTM is unique in its ability to both
allow appropriate content and block inappropriate content contained in the same page. 
Only Optenet WebSecureTM can provide IT managers the policy setting and control to
ensure their end customers are protected and secured from unsuitable or malicious 
content without impacting their web browsing experience.

COMPLETE PROTECTION FOR A WEB 2.0 WORLD
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Optenet WebSecure™

HIGHEST PERFORMANCE AND ACCURACY
ONE-STEP UPGRADE TO ADD ANTISPAM 
DYNAMIC CLASSIFICATION AND BLOCKING
INDUSTRY LEADING MALWARE AND

ANTIVIRUS PROTECTION

OPTENET’S TECHNOLOGY ADVANTAGE

At the heart of every Optenet solution is the Carrier Class Optenet Transparent Traffic Analyzer
(CCOTTA™) which provides real-time processing and coordination of all network traffic. Whether con-
figured in bridge, proxy or router mode, CCOTTA™ works in the background, routing the traffic to the
proper security service (antispam, antivirus, web filter, etc.) per the defined security policies. By sen-
ding only the required traffic to the designated security service, CCOTTA™ provides the basis for
Optenet’s unsurpassed, industry-leading performance and scalability. 

Critical in ensuring accurate blocking in
the dynamic world of Web 2.0 is the abi-
lity to categorize traffic in real time.
Optenet’s Global Intelligence
Acquisition Network for Threats
(Optenet GIANT™) is constantly recei-
ving input from Internet sources around
the world, and pushing these updates
out to every Optenet solution – ensuring
that new threats and menaces are pro-
perly blocked. 

Utilizing Optenet GIANT™ as a key data
source, Optenet’s Multicontent
Inspection and Dynamic Analysis
System (Optenet MIDAS™) inspects
video, text and images and properly
categorizes the data in real time.

Optenet GIANTTM. Global Intelligence Acquisition Network for Threats.
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Dynamic and proactive protection against Web 2.0 threats

Web 2.0 and the proliferation of dynamic content provide new avenues for today’s advanced 
hackers to harm or attack precious electronic assets. Using the most advanced and comprehensive
set of real-time content analysis techniques, along with industry leading malware signatures, Optenet
WebSecureTM offers companies the most effective real-time protections against harmful attacks. 

Defend your network with the best malware protection engine

Optenet WebSecureTM incorporates the Kaspersky Lab antivirus detection system, guaranteeing
detection of malicious HTML code. Kaspersky technology provides superior detection of viruses,
trojans, and worms, as well as spyware, adware, rootkits and all types of malware.

Faster response time to security issues and optimal use of bandwidth

Optenet WebSecureTM comes complete with Optenet’s reporting module. By providing a 
comprehensive real time view of web traffic, IT administrators gain 100% visibility over 
network activity. External threats, abnormal internal bandwidth usage or violations of company
Internet policy are graphically depicted and/or alerts set so that IT administrators can take swift
corrective action.

More efficient and effective use of IT resources 

Optenet WebSecureTM ’s management GUI ensures that IT administrators can simply and effecti-
vely configure security policies. By having all the security services accessible on an integrated
console, the burden and time spent by precious IT staff is greatly reduced. In addition, by having
a single policy engine across all security services, the likelihood of inadvertent configuration
errors across multiple systems is eliminated.

BENEFITS

Optenet North American Headquarters
2875 NE 191st Street - Suite 901
Aventura, FL 33180 - USA
Tel.: +1 800 250 9689

Optenet European Headquarters
José Echegaray nº 8 - Edificio 3
Parque empresarial Alvia
28230 Las Rozas - Madrid - Spain
Tel.: +34 902 154 604

Optenet Australia Headquarters
Suite 1504, Tower 1, 520 Oxford Street
Bondi Junction, Sydney, NSW 2022
Australia
Tel.: +61 (0)2 9389 5217
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